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SPECIAL REPORT

Remote Deposit:
Minimize Your Exposure to Fraud

Bankers focusing on issues surrounding image and transmission quality of Remote Deposit
technology need also be conscious of potential fraud exposures.

Many bankers rely on hold harmless agreements to put liability for fraud in the customer’s
hands; however, deflecting liability does not minimize the risk to your reputation when a
perpetrator takes advantage of easy access through technology. More importantly, if the
customer itself is the perpetrator—or even if not—funds may not be available to reimburse
the bank.

Focus increased attention to these basic bank practices to minimize exposure:
If Remote Deposit is a tool for pursuing new customers outside the bank’s footprint,
“Know Your Customer” becomes more important than ever. Screen businesses to
make sure that they have a reputable track record; visit the business and evaluate
the deposit customer as a credit risk, just as you would for a potential ACH or ARC
customer.
Audit the customer’s business processes that surround the remote deposit process:
is the customer technically and functionally mature enough to handle check
processing and control? The customer should be able to exhibit segregation of duties
and controlled access of these negotiable instruments—before, during and after
scanning.
Understand how the customer intends to store the checks, how long they will be
kept, and how they will be disposed of (shredder or dumpster?). Investigate who
has building access, and who has access to both the documents and the images
from the customer side. Make recommendations on segregation, access and disposal
processes and follow up to ensure they are followed.
Evaluate the customer’s IT security—the firewalls and security in which you have so
heavily invested are equally important on your customer’s systems if check images
reside on them.
Explore the Remote Deposit vendor’s fraud mitigation technology. Do not assume
that fraud detection software is in place unless specified in the contract.
Make sure that all the bank’s associated exception processes—signature verification,
large item review, stop payment—are appropriately integrated for Remote Deposit
accounts.
Focus increased attention to exception reports on Remote Deposit accounts to
understand business volumes and detect any unusual activity.
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bond and related coverages to nearly
1,700 community banks nationwide.

Formerly known as the ABA Sponsored
Insurance Program, underwritten by
Progressive, the program dates back
almost 25 years and is endorsed by
the American Bankers Association as
well as 29 state bankers associations.

ABA Insurance Services is unlike other
insurance providers. Our highly skilled
staff works with you step-by-step
through the underwriting process,
drawing on years of experience to
provide competitively-priced proposals
tailored to your bank’s individual
insurance needs. In addition, our
customer-service mindset keeps us
focused on your bank’s best interests
by educating and informing you about
coverages and best practices in order
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bottom line. Our program also offers a
unique profit-sharing opportunity.

For more information about working
with ABA Insurance Services, please
call or have your agent call us at
1-800-274-5222.

About SafeTalk Special Reports
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practical advice on current and topical
issues that bankers face today as well
as tips to help avoid costly claims.
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