ABA

Insurance | wewser of

GREAT AMERICAN

Services | insurance Group Cyber Liability Application

FDIC No.

M Great American Security Insurance Company

NOTICE: The liability policy which may be issued based upon this application provides claims made coverage and is written on a no duty to
defend basis. Defense costs are included within the limit of liability and are subject to any applicable retention. Amounts incurred as defense
costs will reduce the limit of liability available to pay judgments or settlements. Please read your policy carefully.

Applicant Name

(List all entities applying for coverage including all Subsidiaries)

Address

City State Zip Code
P.O. Box

City State Zip Code
Telephone Fax

Website

Representative authorized to receive notices on behalf of all persons and entities:

Name

Title

E-mail

General Information

1. Provide the website addresses proposed for coverage:
2. Third Party Service Providers

a. Please check the Third-Party Service Provider used by the Applicant to provide its core/electronic banking platform:
O Fiserv. O JackHenry O FIS O b+H O Accenture DO Infosys O Oracle
O tcs 0O csi O Fidelity O sAp O 1BM
O Other (please list)

b. List any other Third-Party Service Provider with which the Applicant has entered into a direct service-level agreement
requiring the third party to provide internet or mobile banking applications, electronic storage, or similar electronic
services to the Applicant.

c. If applicable, do all vendor contracts: Yes No
i.  indemnify/hold the Applicant harmless for vendor misconduct, errors, omissions

or negligence? O O
ii. outline the vendor’s responsibility for safeguarding customer and confidential information
and stipulate what security measures are provided by the vendor? O O
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CYBER LIABILITY APPLICATION

General Information Continued Yes No
3. Security, Ransomware Prevention And Privacy Measures
a. Do you use multifactor authentication for all remote access to the Company’s network? O O
b. Do you use multifactor authentication to protect privileged accounts? O O
c. Do you use endpoint detection and response tools designed to identify and flag unusual
user behavior? O O
d. Backups
i. Are backups encrypted? O O
ii. Are your backups disconnected from and inaccessible through the organizations network? o O
iii. Do you back up key server configurations and data daily? o O
iv. Are system backup and recovery procedures documented and tested for all
critical systems? u O
e. Are the following utilized:
i. firewall and router technology? O O
ii. intrusion detection or prevention systems? O O
iii. antivirus software? O O
iv. filters or scans of incoming emails that flag malicious attachments or links? O O
f. Do you have established procedures for rapidly applying critical security patches across
servers, laptops, desktops and mobile devices? O O
g. Areinternet browsers and plug-ins kept updated and patched? O O
Does your cybersecurity awareness program include phishing training and testing for
all employees? O O
i.  Are passwords utilized to authenticate users for Company networks (including wireless networks)? O O
j.  Ifyes, what is the required number of characters for passwords?
k. Is all confidential information which is transmitted to/from, or stored within your networks
(including wireless networks) encrypted? O O
I.  Are wireless transmissions protected using WPA/WPA2, IPSEC, or SSL? O O
m. Are computer systems, applications and servers that collect confidential information
segregated from the rest of the network? O O
n. Are all System Administrative accounts limited to only essential personnel? O O
0. Has an independent network security assessment or audit been conducted within the 12 months? O O
p. Ifyes, have all vulnerabilities identified in the audit been remediated? O O
g. Does the bank maintain:
i. awritten information security policy? O O
ii. awritten privacy policy? O O
iii. a written breach incident response plan? . O
iv. a written disaster recovery/business continuity policy? O O
v. a written records retention and destruction policy? O O
vi. a security policy designed to prohibit and track unauthorized access to your network,
computer systems and data centers? O O
r. Is aformal process in place to ensure that network privileges and physical access to the
building are revoked in a timely manner following an employee’s termination or resignation? O O
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CYBER LIABILITY APPLICATION

General Information Continued Yes No
s. Is the bank currently compliant with the following regulations? O |
i.  Gramm-Leach Bliley Act of 1999 a O
ii. Ildentity Theft Red Flags under the Fair and Accurate Credit Transactions Act of 2003 O O
iii. Payment Card Industry (PCI) Data Security Safeguard O O
t.  Does the bank have a Chief Information Security Officer? a a
4. Cyber Publishing
a. Do you have a process to screen content prior to posting on the Applicant’s website and
social media accounts? O O
b. Do you screen content for intellectual property infringement, disparagement issues, and
privacy violations? O O
c. Do you audit the use of software licenses? O O
5. Fintech/Other Technology
Does the Applicant:
a. build or sell information technology products or services (software, mobile applications, data
storage, data processing, etc.) on behalf of or to third parties? O O
b. partner with any technology company to build or sell information technology products or services
(software, mobile applications, data storage, data processing, etc.) on behalf of or to third parties? O O
c. capture or store any biometric information? O O
d. obtain signed waivers from all individuals for whom biometric data is captured or stored? O O
e. review all biometric data programs and policies with legal counsel prior to implementation? O O
6. Funds Transfers Controls
a. Does the bank have written agreements in place with all customers who request wire
transfers via:
i. voice (phone) O O
ii. telefacsimile device (fax) O O
iii. email O O
iv. online O O
If Yes, does the agreement specify the names of persons authorized to initiate such transfers? O O
b. Has the Bank established an instruction verification mechanism to be used with these
authorized individuals? O O
If No to any item in a or b above, please provide an explanation:
c. Please complete the table below regarding call-back or other authentication procedures.
Personal Accounts Corporate Accounts
Does the bank require an authentication | If Yes, indicate the dollar amount above | If Yes, indicate the dollar amount above
procedure for the following transfers? which a call-back is required? which a call-back is required?
Yes No N/A Yes No N/A
Voice (phone) initiated transfers O 0O O s O 0O O s
Telefacsimile device (fax) initiated transfers | [ [ O $ OO og $
E-mail initiated transfers O o o $ O o o $
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CYBER LIABILITY APPLICATION

General Information Continued Yes No

If No or n/a to any of the questions above, please provide an explanation:

d. Does the bank allow customers to initiate wire transfers online? O O

If Yes, which authentication controls are in place to monitor funds transfer requests initiated online?

i. User ID and password O O
ii. Device authentication using a cookie O O
iii. Risk profiling using an algorithm that assigns a risk score to each login and transaction
based on factors such as location, IP address and size, type and frequency of orders O O
iv. Challenge questions O O
v. Dollar amount of the order that triggers challenge questions O O
vi. Blacklisting of IP addresses associated with known instances of fraud O O
vii. Out-of-bank authentication or tokens O O
viii. Additional Controls — Please describe:
e. Does the bank allow international wire transfers? O |
If Yes, are there any additional controls or reviews prior to the execution of the transfer? a O
If Yes, please describe the additional controls or methods used to verify the
authenticity of such requests:
f.  If repetitive customer initiated funds transfers are established, do procedures for changes
or deviations require supervisor approval and appropriate confirmation? 0 n
g. Are wire transfer verifications sent to customers daily? O 0

If No, how often are verifications sent?

h. Does the bank require senior officer approval for wire transfer requests over a specified
dollar amount? O O

If Yes, indicate dollar amount $

Losses, Pending Litigation And Claims History Yes No

New Applicants Only
7. During the past 3 years:

a. Has there been any actual or attempted system breach, cyber extortion threat, or similar
incident with respect to any bank owned or operated computer system, or with respect to
any third-party vendor computer system: O O

b. Has there been any actual or potential data breach or similar incident with respect to data
under the custody or control of the Applicant or any of its third-party vendors? O O

c. Sustained a systems intrusion, tampering, hacking or similar incident that resulted in:

i. damage to or destruction of data, computer programs, networks or systems; O O
ii. damages to a third party; O O
iii. exposure of confidential information; or O O
iv. other loss to the institution?
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CYBER LIABILITY APPLICATION

Losses, Pending Litigation And Claims History Continued Yes No

8. Does the undersigned or any director or officer have knowledge of any fact, circumstance
or situation involving the Applicant, its Subsidiaries or any past or present director, officer or
employee, which could reasonably be expected to give rise to a future claim? O |

9. Has any insurance carrier declined, refused to renew or cancelled insurance similar to the
coverage herein applied for? (Not applicable in Missouri) O O

If any of the answers in this section are Yes, provide details by attachment.

Renewal Applicants: It is understood and agreed that if the undersigned or any insured has knowledge of any fact,
circumstance or situation which could reasonably be expected to give rise to a future claim, then any increased limit of
liability or coverage enhancement shall not apply to any claim arising from or in any way involving such facts, circumstances
or situations. In addition, any increased limit of liability or coverage enhancement shall not apply to any claim, facts,
circumstances or situations for which the insurer has already received notice.

New Applicants: It is understood and agreed that any claim arising from any prior or pending litigation or written or oral demand
shall be excluded from coverage. It is further understood and agreed that if knowledge of any fact, circumstance or situation
which could reasonably be expected to give rise to a claim exists, any claim or action subsequently arising therefrom shall be
excluded from coverage.

Representation Statement

The undersigned declare that, to the best of their knowledge and belief, the statements in this application, any prior
applications, any additional material submitted, and any publicly available information published or filed by or with a
recognized source, agency or institution regarding business information for the Applicant for the 3 years preceding the
Policy’s inception, and any amendments thereto [hereinafter called “Application”] are true, accurate and complete, and that
reasonable efforts have been made to obtain sufficient information from each and every individual or entity proposed for
this insurance. It is further agreed by the Applicant that the statements in this Application are their representations, they are
material and that the Policy is issued in reliance upon the truth of such representations.

The signing of this Application does not bind the undersigned to purchase the insurance and accepting this Application does
not bind the Insurer to complete the insurance or to issue any particular Policy. If a Policy is issued, it is understood and agreed
that the Insurer relied upon this Application in issuing each such Policy and any Endorsements thereto. The undersigned further
agrees that if the statements in this Application change before the effective date of any proposed Policy, which would render
this Application inaccurate or incomplete, notice of such change will be reported in writing to the Insurer immediately.

Fraud Warnings

ALABAMA, ARKANSAS, LOUISIANA, MARYLAND, NEW JERSEY, NEW MEXICO and WEST VIRGINIA: Any person who knowingly presents a
false or fraudulent claim for payment of a loss or benefit or knowingly presents false information in an application for insurance
is guilty of a crime. In Alabama, Arkansas, Louisiana and Maryland, that person may be subject to fines, imprisonment or

both. In New Mexico, that person may be subject to civil fines and criminal penalties. In West Virginia, penalties may include
imprisonment, fines and denial of insurance benefits.

CALIFORNIA: For your protection California law requires the following to appear on this form. Any person who knowingly
presents false or fraudulent information to obtain or amend insurance coverage or to make a claim for the payment of a loss is
guilty of a crime and may be subject to fines and confinement in state prison.

COLORADO: It is unlawful to knowingly provide false, incomplete or misleading facts or information to an insurance company
for the purpose of defrauding or attempting to defraud the company. Penalties may include imprisonment, fines, denial of
insurance and civil damages. Any insurance company or agent of an insurance company who knowingly provides false,
incomplete, or misleading facts or information to a policyholder or claimant for the purpose of defrauding or attempting to
defraud the policyholder or claimant with regard to a settlement or award payable from insurance proceeds shall be reported
to the Colorado Division of Insurance within the Department of Regulatory Agencies.

DISTRICT OF COLUMBIA Warning: It is a crime to provide false or misleading information to an insurer for the purpose of
defrauding the insurer or any other person, penalties includes imprisonment and/or fines. In addition, an insurer may deny
insurance benefits if false information materially related to a claim was provided by the applicant.
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CYBER LIABILITY APPLICATION

Fraud Warnings Continued

KANSAS: Any person who commits an act, knowingly and with intent to defraud, presents, causes to be presented or prepares
with knowledge or belief that it will be presented to or by an insurer, purported insurer, broker or any agent thereof, any
written, electronic, electronic impulse, facsimile, magnetic, oral, or telephonic communication or statement as part of, or in
support of, an application for the issuance of, or the rating of an insurance policy for personal or commercial insurance, or a
claim for payment or other benefit pursuant to an insurance policy for commercial or personal insurance which such person
knows to contain materially false information concerning any fact material thereto; or conceals, for the purpose of misleading,
information concerning any fact material thereto commits a fraudulent act.

KENTUCKY: Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance or statement of claim containing materially false information or conceals for the purpose of misleading,
information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime.

FLORIDA and OKLAHOMA: Any person who knowingly and with intent to injure, defraud or deceive the Insurer, files a statement
of claim or an application containing any false, incomplete or misleading information is guilty of a felony. In Florida, it is a
felony to the third degree.

MAINE, TENNESSEE, VIRGINIA and WASHINGTON: It is a crime to knowingly provide false, incomplete or misleading information to
an insurance company for the purpose of defrauding the company. Penalties may include imprisonment, fines and/or denial of
insurance benefits.

OHIO: Any person who, with intent to defraud or knowing that he is facilitating a fraud against the Insurer, submits an
application or files a claim containing a false or deceptive statement is guilty of insurance fraud.

OREGON: Any person who knowingly and with intent to defraud any insurance company or another person files an application
for insurance or statement of claim containing any materially false information, or conceals for the purpose of misleading
information concerning any fact material thereto, may be committing a fraudulent insurance act, which may be a crime and
may subject the person to criminal and civil penalties.

PENNSYLVANIA: Any person who knowingly and with intent to defraud any insurance company or other person files an
application for insurance or statement of claim containing any materially false information or conceals for the purpose of
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and
subjects such person to criminal and civil penalties.

By signing below with an electronic signature, you understand and agree that you are conducting this transaction electronically and signing this
application electronically. You understand that the use of a key pad, mouse or other device to sign this document constitutes your signature,
acknowledgment, acceptance, and agreement of the terms of this application as if actually signed by you in writing and has the same force and
effect as a signature affixed by hand.

Chief Executive Officer, President or Chairman of the Board

Print Name Signature

Title Date

Information Technology Officer or comparable title

Print Name Signature

Title Date

A policy cannot be issued unless the application is signed/dated by two individuals.

Agent Name License Number

Agent Signature

Submit Application to:

ABA Insurance Services Inc.

3401 Tuttle Road, Suite 300 e Shaker Heights, OH 44122
Telephone (800) 274-5222  Fax (800) 456-6590 ¢ www.abais.com
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